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TOP DE UNIDADES CON

Accesos remotos PERMISO DE VPN

1. DEANT: 1149
2. MEBOG: 923
r 3. DIJIN: 781

Usuarios VPN ¢ opro

5. DECUN: 614
6. DEVAL: 560
/7. DEBOY: 536
8. DESAN: 508
9. DETOL: 388
10. MEBAR: 365
. DENAR: 358
12. DIRAN: 353
13. DECAU: 348
14. MECAL: 299

15. DICAR: 270

REGLAS

I. Se revoca si no se utiliza 45 dias.

2. Siregresa de vacaciones se
activa automaticamente.

3. No se solicita revocacion.

4. Doble factor de autenticacion.

TOTAL, VPN A LA FECHA:
14.005 Nivel Pais.
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ZERO TRUST

Modelo de ciberseguridad basado
en el principio de “nunca confiar,
siempre verificar”.

8.809 contrasenas filtradas
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Este enfoque asume que ninguna
persona, dispositivo o aplicacion es
confiable por defecto, incluso si estd
dentro de la red corporativa.




Service URL

https://sibis.policia.gov.co/DibieEnLineaUSF/Seguridad/Sesion
https://educacion.policia.edu.co/
https://policia.edu.co/repoMultimediaDinae/VIECO/99647_Diplomado. ..
https://educacion.policia.edu.co/
https://srvpsp.policia.gov.co:8443/Login.aspx
https://caivirtual.policia.gov.co/registrarse
https://sgs.policia.gov.co:8080/PSS/
https://webescolar.policia.gov.co/escolar_ponal/Inicio.aspx
https://webescolar.policia.gov.co/escolar_ponal/Inicio.aspx
htps://sibis.policia.gov.co/DibieEnLineaUSF/Seguridad/Sesion

https://sinco.policia.gov.ct i ica/Login.aspx

https://sibis.policia.gov.co/DibieEnLineaUSF/Seguridad/Sesion

https://psi2.policia.gov.co:8443/PSI/

https://psi.policia.gov.co/PSI/Login.aspx

http://srvreservas.policia.gov.co:8888/ReservasDIBIE-war/faces/templa...

https://psi.policia.gov.co/PSI/Login.aspx
https://sibis.policia.gov.co/DibieEnLineaUSF/Seguridad/Sesion
https://psi.policia.gov.co/PSI/
https://psi.policia.gov.co/PSI/Login.aspx
https://psi2.policia.gov.co:8443/PSI/
https://sinco.policia.gov.co/PNVPI/zonapublica/login.aspx
http://srvtabcore3.policia.gov.co/
https://gepol.policia.gov.co/Gepol/

https://srvcnpc.policia.gov.co/CNPC/Login.aspx
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Account Login @

calpa

EDWI

Cristi

Cristi

pedrc

djom

2728!

5205!

5205!

ricarc

1004t

yepal

lisa.c

lisa.c

wilme

lisa.c

delist

sergi

yerse

lisa.c

1081°

ANDF

omar

gt.pir

8.809 contrasenas filtradas

Password ®

Blanca2425

Policia2024..

Policia2024..

Tegen19356

B@ltamoras

Paramili9o9#

fxyiue

qfyepm

457ebc2b-b

Jacobow2024++

JacoboW1944**

Ahumedows/*8463

Jacobo1001/*-

Bienestar1986...

Capitan2024

Lacruz2025//

73f98d15-d

Raziel880108..

Isabel2022,,

Colombia2025-+

Pwd Policy Met?

No

No

No

No

No

No

scenarios de riesgo

Default v @

Threat Protection * (1ast30bays)

785 1.24K 418
Threats Blocked Suspicous Detections Vulnerabiities Blocked
19 28102 3902

0S Distribution Agent Security Status *

45763 Workstations
45762 Windows
1Mac

© 479 Servers
479 Windows
0 Linux

© 1 Mobile
1 Android

moios
0iPados

Device Management * MITRE ATT&CK® Tactics *

® 45,763 Workstations
0Hybrid Managed

45763 Cloud Managed
46243

e e © 479 Servers

0Hybrid Managed
479 Cloud Managed
® 1 Mobile

© 0 Unmanaged Devices

Ransomware Blocked
Oinzan

1710108

MITRE ATTECK® Tactcs

Open Incidents KPT Recent Devices With Unresolved Threats *

214 10 29
Total High Medium Low
iz 4 Oz Otz MEBOG-EGINDJU2

i 2

® 40,847 secure
© 19 Compromised

Top Reasons:

18 Unresolved threats (Antmaiware)

1 Critcal severity incident Incident Management)

967
Zero Day Threats Blocked
i

3398 Out-of-date defintions (Antimalware)
1587 Outof-date definitions (Behavioral Analysis)
1569 Out-of-date definitions (Intrusion Prevention)
1568 Outof-date definitions (Exploit rotection)

© 34 Pending Assessment

0

Recent Security Events * 20n | 7a | [B00

® Frewall ® Prevention  ® Expl .

2000
20000

100000 Top 5 latest Incidents

2.514 equipos comprometidos —

protegidos por la herramienta symantec




DARKTRACE

Models [&] A & Modelalens [%]

: - p
Sl dsderis-tformu2 policiagov.co (7)
ACTIVITY FROM NEW. 00
Multiple occurrences (&) Unustal AciiRY,
Matching metrics display Intemnal Data Transfer
© suspicious Matching metrics display Intemal Connections.
Matching metrics display Interal
SUSPICIOUS DNS Matching metrics display Internal Active Connections
AcTvITY .
Thu Sep 4, 17:15:38 Matching play Intemal
Matching metrics display Interal Connections
© ciitical = s

Matching metrics display Intemal Active Connections

Matching metrics display Internal Data Transfer
SSL OR HTTP BEACON
A 172223071

Multiple occurrences

=]
® g Unusual Activiy, Unusual Activty

Wed Aug 20, 082959

© Critical
i I
. 3 . =
Multiple occurrences ©] srvdsdeboyathis. policia.gov.co (2 )
96%
© suspicious Unusual Activity.
Matching metrics display Intemal Connections.
y‘Ur‘;T‘:‘E L Matching metrics display Intemal Connections to Closed Ports.
: Matching metrics display Intemal Active Connections
Multiple occurrences  (2) Unusual Activity
© critical Matching metrics display Internal Connections to Closed Ports

Matching metrics display Intemal Connections.
Matching metrics display Intemal Active Connections

N

Multiple occurrences

@ | vezeman
0 @ | UnusuatActiy, Unusual Actviy
o

Fii Aug 22, 102037

© critical

ANTIGENA FILE THEN
NEW OUTBOUND BLOCK

Mutipie occurrences  (17) dsdenor-audic2.policia.gov.co (2)

- 92
© critical Unusual Activity
TG B CED. L 3 TS
AL Matching metrics display Interal Connections
Matching metrics display Intemal Data Transfer
Multiple occurrences ® Matching metrics display Intemnal Active Connections
N Unusual Activity
Matching metrics display Internal Active Connections
ENGHALOUS Gerey Matching merics display Intemal Data Transfer
STREAM (NO USER Matching metrics display Intemal Connections
Matching metrics display Intemal Connections to Closed Ports
Multiple occurrences
@ | mawss
© criical ® | UnusuatActvty, Unusuat Aty
© | wedhw20 085026

ANOMALOUS FILE THEN
A TOR

Sun Sep7,09:32:09

© Critical -
dsclito-melab5.policia.gov.co ()
o 91
ANTIGENA ACTIVE
THREAT SMB WRITE Ll - y
Matching metrics display Intemal Active Connections
Tue Sep 2, 07:49:07 Matching metrics display Intemal Data Transfer
@ Critical Matching metrics display Intemal Connections
Matching metrics display Internal Connections to Closed Ports
FAST BEACONING TO Unusual Activty
A

Matching metrics display Intemal Data Transfer

(I Encuentro Nacional

JEFES..

Tecnologias de la Informacién y las Comunica

enarios de riesgo

82 Last 30 Days Q -

Details

Q dsderis-tformu2.policia.gov.co

Hostname dsderis tiormu2 policia.gov.co Subnet 172.22.39.0/24

Mac Addr — Type Desktop

Priority 0 Active No

@ @ igena s @ McrosotWindows

Wed Aug 20 2025, 08:29:56 v

) a . policia.gov.co triggered model Unusual Activity / Sustained Unusual Activity from New Device

Wed Aug 20 2025, 08:29:55 v
D due to Active Internal Connections, Internal Data Transfer, Internal Connections, Intemal
Connections to Closed Ports from dsderis-tformu2.policia.gov.co

Wed Aug 20 2025, 08:29:54 v
%9 dsderis-tformu2.policia.gov.co failed to connect to 192168113

A small recent increase in connections internally on port 8080

Wed Aug 20 2025, 07:57:52 v

Active Internal Connections from dsd

(v ﬁwbyaavk-) (@ vestigate ) (7 Acknowledge | Wed Aug 20 2025, 07:57:51 ¥

%9 dsderis-tformu2.policia.gov.co failed to connect to 19216813.53
A recent increase in connections internally on port 10443

dsderis-tformu2 policia gov.co connecting to Intemal Traffic on port 5001 - 10000

Y Fiterby devico ) (@ investgate ) (+ Acknowiedge )

Sen’ 18 |

D due to Interal Data Transfer, Internal Connections, Internal Connections to Closed Ports,
i

Darktrace
Q Threat Visualizer

Darktrace Analysis @

Events

Model Alerts

Critical Incidents

MITRE ATT&CK Tactics Processed

Sort by Most Critical Incidents

Command and Control Reconnaissance
18,465,199129 15,572,905,225
1,290 144
i3 35
Lateral Movement Discovery
7,375,250,356 19,044,234,561
489 323
1 35
L]

® Autonomous Response

@ Fully Autonomous o v

Now I @ Fully Autonomous | Full Time

5 5

Controlled Devices Active Actions

(o} 0

Pending Devices Pending Actions

@ Real-Time Detection

61150.677 888

Herramienta de monitoreo en re

Search for a device, subnet, IP or host.

<> Critical Incidents

@ CRITICAL CYBER Al ANALYST INCIDENTS

Mon Aug 18, 08:13:54 ~ to Mon Sep 15, 08:13:54

172.26196.237
< 9 Incident Events 4 Devices Involved | Critical

dicar-gutah22.policia.gov.co

<@ 3incident Events 3 Devices Involved  Critical

1722115936

&

<@ gincident Events 4 Devices Involved  Critical

diase-opeand.policia.gov.co

<

< 3Incident Events 1Device Involved | Critical

17226116174

<

<@ 2Incident Events 1Device Involved  Critical

17226413

&

<@ 4incident Events  1Device Involved | Critical

codeh-gusids.policia.gov.co

<

<@ 2Incident Events 1Device Involved  Critical

172.26.208.51

&

<@ 2Incident Events 1Device Involved  Critical

Inactive Windows (10.0)
<© 2 Incident Events 2 Devices Involved | Critical

&

'5\ Inactive Windows (10.0)

<® 2Incident Events | 2 Devices Involved | Critical

decho-cieps4.policia.gov.co

24
<G> {Incident Event  1Device Involved | Critical
172.22.207149

24
<© {incident Event  1Device Involved | Critical
meval-calomt.policia.gov.co

24

<@ 1lncident Event | 1Device Involved  Critical

"\ mebuc-ecumbre19.policia.gov.co

N
w

<@ {incident Event 1Device Involved | Critical
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213 equipos

3.093
vulnerabilidades
registradas
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Windows 8

1.491 equipos

2216
vulnerabilidades
registradas

F-L

® 2008R2
Windows Serveér

RTE'O

Fin del soporte de Windows 10

14 de octubre de 2025

€ Bl ) S e
= ‘ v :
‘ a ..o
, [ 1}
NCTT o € COLCERT
49 win server 2008
323 win server 2012
222 win server2016
295 win server2019
278 win server 2022

27.511 equipos

3.022
vulnerabilidades
registradas

’u

Windows Server 2012

Iﬁbfows 11
N A

17.603 equipos
1.478

vulnerabilidades
registradas




Incidentes de seguridad

Reporte de Incidente: por QUE ES UN INCIDENTE?

que cada incidente se

genera leccion aprendida.

Procedimiento IDT-PR-0004

Reporte al CSIRT

Plan de tratamiento

/

@, ﬂ Lecciones aprendidas
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Traslados
Poligramas
Comunicados

~001052-JESEP

MINISTERIO DE DEFENSA NACIONAL

POLICIA NACIONAL
JEFATURA NACIONAL DE SERVICIO DE POLICIA
CENTRO DE ANALITICA DEL SERVICIO DE POLIGIA

[origina
Procedencia.

Destinataro

Asunto: ENTO DE PRIMER GRADO FAIS
SIGUIEND: UCCIONES DEL SENOR BRIGADIER GEN
GENERA L L, EN ATENCION A LOS HECHOS OCURRIDOS
ATENTA ME PERMITO INFORMAR A LOS S

ZONAS D, M,
IRECTORES, COMANDANTES DE ON, O
MOMENTO INIcIA ALISTAMIENTO

ORMACION, A PARTIR DEL

io De Policia
Polic

EPOL Version 1.5

M a g

ERAL ARNULFO ROSEMBERG N¢
1/08/2025 EN DIFERENTES

PO-2025-001051-JESER

MINISTERIO DE DEFENSA NACIONAL
OLICIA NACIONAL
JEFATURA NACIONAL DE SERVICIO DE POLICIA
{ CENTRO DE ANALITICA DEL SERVICIO DE POLICIA

IRIDAD PERSONAL, OPERACIONAL Y, DE INSTALACIONES .

TORES OPERATIVOS,
CION, IMPARTIR AMPLIA
INSTALACIONES CONMO
TEN LA CONVIVENCIA v

SEGURIDAD CIUDADANA
ES NECESARIO ADOPTAR MEDIDAS DE SEGURIDAD PERSONAL, OPERA, CIONAL ¥ DE INSTALACIONES, Asj-
iCULOS, PAQUETES, ENCOMIENDAS U OTRO MEDIO, POR EL CUAL SE PUEDA MATERIALIZAR UN HECHO DE
STALACIONES POLICIALES ¥ POBLACION EN GENERAL.

*# FORTALECER LOS REGISTROS A VEH]
AFECTACION ALLA INTEGRIDAD DE LOS FUNCIONARIOS, N,
DE PERSONAS v VEHICULOS (TANTO PARTICULARES como

» FORTALECER Los PROTOCOLOS pg SEGURIDAD FRENTE AL INGRESO
!NSTITUCIONALES}, ALINGRESO A LAS INSTALACIONES POLICIALES.
~ ORGANIZAR. PATRULLAJES TANTO'INTERNOS COMO EXTERNOS, A INTE
L % , RVALOS Y EN
/SgAT;?Z/;gTRULLAJEa DEBE SER VARIABLE PARA EVITAR PATRONES PREDECIBLE: R

PO-2025-001052-JESEP

PINEROS SUBDIRECTOR

ORDEN PERMANENTE
GS-2025-006323-OFTIC

EL DIA DE HOY JUEVES 2
N s C JEFES DE OFICINAS
NAS, DEPARTAMENTOS DE POKIGIA. Y
DE PRIMER GRADO HASTA




Ciberataque a la Justicia Penal Militar y Policial

El 15 de junio de 2025, la Unidad Administrativa Especial de la Justicia Penal Militar
y Policial fue blanco de un ciberataque tipo

VISHING

El ransomware utilizado cifro la informacion y dejo notas de rescate denominadas
o ” que es un indicio caracteristico del grupo atacante.

ATEWPO € - §

Penal Militar denuncia ser victima de un ataque
ico

Ciberataque paraliza servicios de Ja  Justicia Penal Militar:
esto se sabe

Cﬁjnsomware &olpea a la Justicia Militar en
olombia: documentos Internos estén en linea

Tecnologias de la Informacién y las Comunicaciones
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